Notification of a Serious Event (Need to Know) Flowchart

If the incident involves a
potential or actual
information breach, the

email should also be sent

to the Team Manager:
Business Systems &
Information

v

Team Manager: Business
Systems & Information
Management notifies
the Council Information
Security Manager.

v

Information breaches
discussed with Council’s
Senior Information Risk

Owner (SIRO)

A serious incident occurs

that a member of staff feels

may require a Need to
Know.

v

They complete the relevant

Template in Word.

v

The document is attached
to an email marked High
importance and
Confidential.

v

The email is sent to the
Senior Manager(s) and
Assistant Director.

v

The Assistant Director
decides if this needs
escalating as a Need to
Know.

v

If it is an email, it is sent to
the Corporate Director. (By
phone or face to face if
very serious)

v

The Corporate Director, or
covering member of DMT,
will alert other directors,
managers, officers or
Members as necessary.

NB If the incident is very
serious, Senior Managers
and Assistant Director
should have initial verbal
notification.

NB The email should have
the subject Urgent: Need
to Know and contain
details for any immediate
enquiries.

NB If, in the absence of
the Assistant Director, the
email is from another
senior manager, the
notification should also be
copied to the AD.



